NOTE: Usually on Insyde & Phoenix BIOS, EIST locked can be found in these modules:-

- MOD_5100.ROM (Phoenix)

- F7731B4C-58A2-4DF4-8980-5645D39ECES8.ff (Phoenix)

- F7731B4C-58A2-4DF4-8980-5645D39ECE58 X_XXX.ROM (Insyde)

- BIOSCODOX.ROM (Phoenix)
On some BIOS, the lock also can be found in other modules too (BIOSCODOX.ROM - X stands
for0, 1, 2 & so on). So, it is best to check all modules.

- Based on this information, you can focus on these three modules (see above).

- This example use HP Compaq 2530P’s BIOS (sp49008_no_whitelist) downloaded from here:-
http://forums.mydigitallife.info/threads/7681-This-is-no-request-thread!-HP-COMPAQ-
bioses-how-to-modify-the-bios?p=333358#post333358

1) Decompress BIOS image using Phoenix SLIC Mod tool

- At the Original BIOS field, open the original BIOS image, in this example Rom.bin:-

Original BIOS  p:ABIOS MODAHP Compag 2530F\Unlocked_EIST\R C]

Manufacturer e

DABIOS MODAHP Compag 2530P\Unlocked_EIST\R

Status | EF1 7 Insyde BIOS
Method
i
[ Batch  [] Upload [] Directory
"SLIC” string found in FC0EB7A-3E0A-483C-A26C-484D36593FF4_3 232 R &
"5LIC" string found in FCS0EB7A-3E0A-483C-A26C-484D36533FF4_3_232 R
OEM/Table IDs identfied are:
1. HPQOEMSLIC-MPC
Header (HPQOEMSLIC-MPC  HP ) 1) —
Pubkey (c1 U
Marker (2.1) (HPQOEMSLIC-MPC) {x1) =
™
- The decompressed BIOS modules are located in DUMP folder:-
- Downloads » HP Compaq 2530P » -
Include in library - Share with « Burn New folder
Mame Date modified
| . DUMP 1/29/2011 2:37 AM
BIOS0.BIOS 1/29/2011 2:37 AM
BIOSE.BIOS 1/29/2011 2:37 AM

Rom.bin 11/10/2010 10:47 ...

L]
L]
L=



Create a bash script:-

- Requirement: Cygwin Bash Shell or linux.

- On Phoenix BIOS, the BIOS modules are wrote in x86 instruction set except the EFl-based
modules (e.g. F7731B4C-58A2-4DF4-8980-5645D39ECE58.ff) which wrote in x86_64
instruction set.

- OnInsyde BIOS, the BIOS modules are EFl-based modules which wrote in x86_64
instruction set.

- Based on the above information, we’ll need to disassemble the BIOS modules in 16-bit &
64-bit modes.

- The bash script below will disassemble all modules in 16-bit & 64-bit mode.

- Save to any name, for example ndisasm_bat.sh.

- Copy ndisasm_bat.sh to inside DUMP folder (where all BIOS modules are located).

- File with extensions .16.DASM & .DASM are disassembled file in 16-bit & 64-bit mode

respectively.
#!/bin/bash
echo "--> disassembling *.ROM files"
for £ in $( 1s *.ROM ); do
DIS=$(echo $f | sed 's/\(*[a-zA-20-9_-]*\).\([a-zA-Z]*\)/\1.DASM/")
DIS16=$ (echo $f | sed 's/\(*[a-zA-Z0-9_-]1*\).\([a-zA-Z]*\)/\1.16.DASM/"')
echo "--> Creating disassembled file: $DIS"
echo "ndisasm -a -b 64 $f > $DIS"
ndisasm -a -p intel -b 64 $f > $DIS
echo "--> Creating disassembled file: $DIS16"
echo "ndisasm -a -b 16 $f > $DIS16"
ndisasm -a -p intel -b 16 $f > $DIS16
done
for £ in $( 1s *.ff ); do
DIS=$(echo $f | sed 's/\(*[a-zA-Z0-9 -1*\).\ ([a-zA-Z]*\)/\1.DASM/"')
DIS16=$ (echo $f | sed 's/\(*[a-zA-Z0-9_-]1*\).\([a-zA-Z]*\)/\1.16.DASM/"')
echo "--> Creating disassembled file: $DIS"
echo "ndisasm -a -b 64 $f > $DIS"
ndisasm -a -p intel -b 64 $f > $DIS
echo "--> Creating disassembled file: $DIS16"
echo "ndisasm -a -b 16 $f > $DIS16"
ndisasm —-a -p intel -b 16 $f > $DIS16
done
for £ in $( 1s *.PEI ); do
DIS=$(echo $f | sed 's/\(*[a-zA-Z0-9 -1*\).\ ([a-zA-Z]*\)/\1.DASM/"')
DIS16=$ (echo $f | sed 's/\(*[a-zA-Z0-9_-]1*\).\([a-zA-Z]*\)/\1.16.DASM/"')
echo "--> Creating disassembled file: $DIS"
echo "ndisasm -a -b 64 $f > $DIS"
ndisasm —-a -p intel -b 64 $f > $DIS
echo "--> Creating disassembled file: $DIS16"
echo "ndisasm -a -b 16 $f > $DIS16"
ndisasm —-a -p intel -b 16 $f > $DIS16

done
echo "--> Checking MSR register for EIST: mov ecx,0x1A0" > RESULTS.TXT
echo "--> Checking MSR register for EIST: mov ecx,0x1A0"

grep -i "mov ecx,0x1A0" *.DASM >> RESULTS.TXT
grep —-i "mov ecx,0x1A0" *.DASM



3) The above script will filter all modules for “mov ecx,0x1a0”. The above script will produced
output like this (example from HP Compaq 2530P’s BIOS modules):-

——> Checking MSR register for EIST: mov ecx,0x1A0

1547B4F3-3E8A-4FEF-81C8-328ED647AB1A_1_ 744.16.DASM:00001DF6 66B9A0010000 mov ecx, 0xla0
1547B4F3-3E8A-4FEF-81C8-328ED647ABl1A_1_ 744.16.DASM:00001E20 66B9A0010000 mov ecx, 0xla0

1BA0062E-C779-4582-8566—-336AE8F78F09_1_ 1006 .DASM:0000047C B9A0010000 mov ecx, 0xla0
62D171CB-78CD-4480-8678-C6A2A797A8DE_3_484.DASM:0000251D B9A0010000 mov ecx, 0xla0
62D171CB-78CD-4480-8678-C6A2A797A8DE_3_484.DASM:00002538 B9A0010000 mov ecx, 0xla0
62D171CB-78CD-4480-8678-C6A2A797A8DE_3_484 .DASM:00006030 B9A0010000 mov ecx, 0xla0
62D171CB-78CD-4480-8678-C6A2A797A8DE_3_484.DASM:0000606F B9A0010000 mov ecx, 0xla0
CA9D8617-D652-403B-B6C5-BA47570116AD_1_988.DASM:000009EF B9A0010000 mov ecx, 0xla0
CA9D8617-D652-403B-B6C5-BA47570116AD_1_988 .DASM:00000C41 B90E1A0000 mov ecx, 0xlale
CA9D8617-D652-403B-B6C5-BA47570116AD_1_988 .DASM:00000D02 B9A0010000 mov ecx, 0xlal
CA9D8617-D652-403B-B6C5-BA47570116AD_1_988.DASM:00000EA5 B90E1A0000 mov ecx, Oxlale
CA9D8617-D652-403B-B6C5-BA47570116AD_1_988.DASM:0000111D B9A0010000 mov ecx, 0xla0
F122A15C-C10B-4D54-8F48-60F4F06DD1AD_3_733.DASM:00000E79 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM: 00000FDC B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM: 00000FE6 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM: 00001EBE B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00001EC8 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:0000201B B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00002025 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00002099 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000020A3 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00002100 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:0000210A B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:0000212D B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00002156 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00002631 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:0000263B B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000028C5 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000028CF B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000028E1 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM: 000028EB B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00002B65 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM: 00002B6F B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00002C7E B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00002CDA B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:0000307E B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00003088 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000031B6 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000031C0 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000031FC B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00003206 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000032A4 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000032AE B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000032D1 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:000032FA B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00003CA9 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00003CB3 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM:00003CC5 B9A0010000 mov ecx, 0xla0
F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.DASM: 00003CCF B9A0010000 mov ecx, 0xla0
FF917E22-A228-448D-BDAA-68EFCCDDASD3_2_771.DASM:00000F54 C7C1A0010000 mov ecx, 0xla0

FF917E22-A228-448D-BDAA-68EFCCDDASD3_2_ 771.DASM:000012C6 C7C1A0010000 mov ecx, 0xla0



4) Process/go through all of the modules above for any of these patterns:-

0000XXXX
0000XXXX
0000XXXX
0000XXXX

B9A0010000
0F32
0D00001000
0F30

mov ecx,0xla0
rdmsr

or eax,0x100000
wrmsr

- 0000XXXX — location/offset
- 0x100000 = 100000h = 0000 0000 0001 0000 0000 0000 0000 0000b = bit 20
- Logical or opcode: or eax,0x100000 — basically set bit 20 with 1 (EIST locked)

OR

0000XXXX
0000XXXX
0000XXXX
0000XXXX

B9A0010000
480FBAE814
488BDO

E8A76D0000

mov ecx,0xla0l
bts rax,0x14

mov rdx, rax

call dword 0x8448

- 0000XXXX — location/offset

- 0x14 =14h =20 (in decimal) = bit 20

- Opcode bts — means bit test and set

- Opcode: bts rax,0x14 — basically set bit 20 with 1 (EIST locked)

Based on the patterns above, found two entries in F7731B4C-58A2-4DF4-8980-
5645D39ECE58_3_606.DASM:-
(First “bit 20 lock”)

000028EB
000028F0
000028F5
000028F8

B9A0010000
480FBAE814
488BDO

E855360000

(Second “bit 20 lock”)

00003CCF
00003CD4
00003CD9
00003CDC

B9A0010000
480FBAE814
488BDO

E871220000

Modified to:-

1) (Please refer to Page 5 for further explanation)
000028EB B9A0010000
000028F0 480FBAF014
000028F5 488BDO
000028F8 EB855360000

00003CCF B9A0010000
00003CD4 480FBAF014
00003CD9 488BDO

00003CDC E871220000

mov ecx,0xla0
bts rax,0x14

mov rdx, rax

call dword 0x5£52

mov ecx,0xla0
bts rax, 0x14

mov rdx, rax

call dword 0x5£52

mov ecx, 0xla0l
btr rax,0x14

mov rdx, rax

call dword 0x5£52

mov ecx,0xla0l
btr rax,0x14

mov rdx, rax

call dword 0x5£52

(Explanation on how to modify the bit 20 lock for this pattern is on the next page)



Let me explain how to modify the First “bit 20 lock”:-

Replaced opcode bts (bit test & set) with btr (bit test & reset)

Change this:-

000028F0 480FBAE814 bts rax, 0x14
To this:-

000028F0 480FBAF014 btr rax,0x14

Remember, the file we will need to edit/modify is the one with the .ROM extensions
For the First “bit 20 lock”, we will need to change the hexadecimal value at offset
000028F3 with OXFO. Locate the offsets in F7731B4C-58A2-4DF4-8980-
5645D39ECE58_3_606.ROM file, like this:-

(Before & after modification of the hexadecimal value at offset 000028F3)

Cffsec(h) OO0 01 02 03 04 05 06 O7 08 09

(o]
T

0B OC OD OE OF

L

000D2BFD 48 OF BR Eﬂ 14 48 8B DD E& 55 36 00 00 OF BA 23 H.“E.HtBéUE...“#
00002900 1B 73 1C BS EE 00 00 00 E8 3B 36 00 00 B9 EE 00 .s.%1i...&:;6..%1.
00002910 00 00 48 OF BA E8 1C 48 8B DO E8 33 36 00 00 OF ..H."&.H«Beé36...

00002920 BAL 23 18 72 1C BS E2 00 00 00 EE 19 36 00 00 B9 °#,.r.%&...&.6..°
00002930 E2 00 00 00 48 OF BR EE OB 48 8B DO ES 11 36 00 4&...H.°&.H¢D&.6.
00002940 00 OF BR 23 19 73 08 48 8B CB EE BS FC FF FF 33 ..°%%.=.H<E&piyvs
00002950 €O 48 83 C4 20 5B C3 CC 48 83 EC 28 48 8B D1 48 AHFL [AIHFI (HdHH
[alalatlatels ¥ 4y o™ AT T —-n T T O cc TN T T 30 ~in O ~aA -"--"—-"—ATT-'--"—-"—"J'."W.'_‘II.'H..

) G:\Drivers\BIOS\HP Compaq 2530P\DUMP\F7731B4C-58A2-4DF4-8980-5645D39ECES8_ 3 606.ROM | = || @ |[ &

00002880 FF FF ES 39 FE FF FF 33 CO 48 83 C4 28 C3 CC CC  yyespyvshHsR(AIT
00002890 48 B3 EC 28 BE 05 46 2F 00 00 24 OF 3C 04 75 15 Hfi(<.F/..%.<.u.
00002820 OF BR 21 09 73 OF 48 88 D1 48 8D 0D B4 F2 FF FF  .°!,s.H¢HH. . aiy
D00028B0 E8 OB FE FF FF 33 CO 48 83 C4 28 C3 48 53 48 83 & ,.pyy3AHfL (AHSHF
DO0002Z8CO EC 20 48 8B DS BYS RO 01 00 00 EE 79 36 00 00 BS 1 Hel* .. .ayE..*
00002800 A0 01 00 00 48 OF BR E8 10 48 8B DO E8 71 36 00 ...H.°&.HeBégh. |
DO002Z8E0 00 B9 A0 01 00 00 EE 5D 36 00 00 B9 ACQ 01 00 00 .* ...&8]6..%

[}
=

Qffset(h) 00 01 02 03 04 05 06 O7 08 09 0B OC 0D QE OF

¢

00002920 BA 23 18 72 1C BS EZ 00

[ ]
[ ]

000028EQ 00 B9 RO 01 00 0O E& 5D 36 00 00 BS AO 01 00 0O .3* ..
0000D2BFD0 48 OF BA E: 14 48 8B DO E&8 55 36 00 00 OF BA 23 H.“E.
00002900 1B 73 1C B9 EE 00 00 00 E8 3B 36 00 00 B9 EE 00 .s.%i...é&:6..%1.
00002910 OO0 00 48 OF BA E8 1C 48 8B DO E8 33 36 00 00 OF ..H.9&.H¢Bé36...
00 EB 19 36 00 00 B9 °#.r.

00002880 FF FF EE 39 FE FF FF 33 CO 48 83 C4 28 C3 CC CC yyeopyy3hHfA (AT
00002880 48 83 EC 28 8B 05 46 2F 00 00 24 OF 3C 04 75 15 Hfi(<.F/..f.<.u.
000028R0 OF BA 21 09 73 OF 48 8B D1 48 80 0D B4 F3 FF FF .°!.s.H«NH.. avy
000028B0 ES OB FE FF FF 33 CO 48 83 C4 28 C3 48 53 48 83 &.pyy3hHsA (AHSHF
000028C0 EC 20 48 8B DO B9 A0 01 00 00 EE 79 36 00 00 B8 1 HeU® ...&vy6..?
00002800 RO 01 00 00 48 OF BA E8 10 48 8B DO E8 71 36 00  ...H.°&.HcDégs.

LE1ELLE L.
HcDAUS...%%

l4...e.6..2

] GA\Drivers\BIOS\HP Compaq 2530P\HP Compaq 2530P sp49008 NOW EIST Unlocked\FT731B4C-5...[ = || & =

00002930 EZ 00 00 00 48 OF BA E2 OB 48 2B DO E8 11 36 00 4&...H.°&.H¢De&.&.

00002940 00 OF BA 23 19 73 08 48 8B CB E& BS FC FF FF 33 ..%%.s.HcEepiyys

00002950 CO 48 83 C4 20 5B C3 CC 48 83 EC 28 48 8B D1 48 AHfA [ATHFI (HcfH

[alalalabaXs¥=yal o AT T TN TE TE OO cCC T T TE 09 ~in A O oo A "i"'rﬂ'-rd:\.TT'!‘r'i'rI“r‘:-.\'l-_'II.-.'lI
Offset: 28F2 Block: 28F3-28F3 Length: 1 Overwrite
Repeat the same procedure on the Second “bit 20 lock”. Change the hexadecimal values

at offset 00003CD7 with OxFO.



2)

In case you got “Module is X bytes too big” message during reintegration of the modified
module (reintegration process will be covered later in this document) like this:-

%[ 3E Phoenix/Dell/EFI SLIC Mod v1.82 4 . o= |
B 5 S S
— | “nginal 6iis GADrivers\BIOSY enovo IdeaPad Yd50hherod_email _
_ 3
anuUraciure Other

5
15
sntidif SLIC BIOS | G:\Drivers\BIOS \Lenovo IdeaPad Y450 hero._email_|
p Rt A B LA

.
| : l; Unable to reintegrate F7731B4C-58A2-4DF4 -8980-5645039ECESE.ff |

Wtten HOLET5.ROM
Whitten BB.BIN

Changes detected in F7731B4C-58A2-4DF4-8580-5
Mew F7731B4C-58A2-4DF4-3580-5645D39ECESE ff Module is 1 bytes too bi
Mew F7731B4C-58A2-4DF4-3980-5645D39ECELE ff Module is 1 bytes too bi

F7731B4C-58A2-4DF4-3580-5645039ECESE ff not reintegrated Il

@

LS

et

example from Lenovo IdeaPad Y450’s BIOS:-

WEe’'ll need to optimize the x86 assembler code a little bit. Let us look at one

0000168F B9YA0010000 mov ecx, 0x1a0
00001694 480FBAF014 btr rax,0x14
00001699 488BDO mov rdx, rax
0000169C E8A76D0000 call dword 0x8448
- The idea is to nop-ed (0x90) some code to allow successful reintegration. Since the

idea of this patch is to prevent the BIOS to set the EIST Lock bit, the “call” operation
is no longer needed. To explained this in an easy way to understand; the original
BIOS has codes to set EIST Lock bit to 1 & to prevent it, we just removed it. In this

pattern, the “cal

I”

0000168F B9A0010000 mov ecx, 0xla0
00001694 480FBAF014 btr rax, 0x14
00001699 488BDO mov rdx, rax
0000169C 90 nop

0000169D 90 nop

0000169E 90 nop

0000169F 90 nop

000016A0 90 nop

operation is no longer needed. So, we just nop-ed it. Like so:-



- What we need to do is to change the hexadecimal values from offsets 0x169C to
0x16A0 with 0x90 (nop).

: File Edit Search View Analysis Extras Window 7
1 @ H 16 [gf| ans [=]| hex - )
8| F7731B4C-58A2-4DF4-8980-5645039ECESS.ff |

|

] G:\Drivers\BIOS\Lenovo IdeaPad Y4504F7731B4C-58A2-4DF4-8980-5645D39ECESS.f E

5| F7731B4C-58A2-4DF4-8980-5645D39ECESE.ff

»

Offset (h) OO0 01 02 03 04 05 06 OT OB 09 0OA 0B OC OD OE OF
00001650 48 8B D3 ES BC 06 00 00 33 CD 48 83 C4 30 5B C3 HcOeu...3AHfRO[E

00001660 40 53 48 83 EC 20 48 8B D9 B9 A0 01 00 00 E8 CB @SHFI H«U? ...2F
00001670 &D 00 00 B9 A0 01 00 OO0 48 OF BA E8 10 48 8B DD m..® ...H.®&.H<E
00001680 E& C3 €D 00 00 B9 A0 01 00 00 E8 AF 6D 00 00 BS &dm..? ...& m..?
00001650 AD 01 00 00 48 OF BA E8 14 48 8B DO NSEiviasigili ...H.%e . HcBe&m,

000016A0 :E OF BA 23 1B 73 1C B9 EE 00 00 00 E8 8D &D 00 D.“#.s.‘i...é.m.
000016B0 00 BY EE 00 00 00 48 OF BA EB 1C 48 8B DO E8 85 .*i...H."&.H«Bé&.
000016C0 &D 00 00 OF BA 23 18 72 1C B9 E2Z 00 00 00 E8 6B m...°#.r.*a...ék
00001600 €D 00 0D B9 E2 00 00 0D 48 OF BA E8 OB 48 8B DD m..%&...H.%&.H«E
000016EQ0 EB €3 6D 00 00 OF BRA 23 19 73 08 48 8B CB EB8 €5 écm...%#.s.HcEée

000016F0 05 00 00 33 CO 48 83 C4 20 5B C3 CC 48 83 EC 28 ...3AHFfA [iiniﬁ:
00001700 48 8B D1 48 6D OD F& OF D0 00 E8 05 06 00 00 33 H<HH..&6...&....37
00001710 CO 48 83 C4 28 C3 CC CC 48 83 EC 28 48 8B D1 48 AHfA(AIIHFI (BH<HE
00001720 8D OD OE OO0 00 00 EB E% O3 00 00 33 CO 48 83 C4 ...... &é. .. 3AHFE
AONMAITSN 08 ©% O/ Sc A 99 T/ 0 Do To 00 N0 0N B0 T o FATTLLL f318 EXih]

] G:\Drivers\BIOS\Lenovo IdeaPad Y4504 hero)_email _EIST_module MODYFT731B4C-58A2-4DF4-8980-5645039ECES

Offset (h) OO0 01 02 03 04 05 06 OT7 OB 09 0OA 0B OC OD OE OF
00001650 48 8B D3 ES BC 06 00 00 33 CO 48 83 C4 30 5B C3 HcOeu...3AHfRO[E

00001660 40 53 48 83 EC 20 48 8B D9 B9 A0 01 00 00 E8 CB @SHFI HeU? ...2F
00001670 &D 00 00 B9 A0 01 00 OO0 48 OF BA E8 10 48 8B D0 m..® ...H."&.H<E
00001680 EB8 C32 €D 00 00 BS AOD 01 00 00 E8 AF 6D 00 00 B9 &im..* ...& m..

00001650 AD 01 00 00 48 OF BA FO 14 48 8B DO Elgs=Iois=tias-li ...H.“E.H(BE:::

000016R0 EE OF BA 23 1B 73 1C B9 EE 00 00 00 E8 8D &D 00 D.“#.s.‘i...é.m.__
000016B0 00 B9 EE 00 00 00 48 OF BA E8 1C 48 8B DO E& 85 .2*3i...H.%e.H«Bé&.
000016C0 &D 00 OO0 OF BA 23 18 72 1C B9 E2Z 00 00 00 E8 6B m...°#.r.*a...&k
000016D0 €D 00 00 B9 E2 00 00 00 48 OF BA E8 OB 48 8B D0 m..%a...H.%&.H«E
000016EQ EB €3 6D 00 00 OF BA 23 19 73 08 48 8B CB E8 &5 écm...%#.s.HcEée

| 000016F0 05 00 00 33 CO 48 83 C4 20 5B C3 CC 48 83 EC 28 ...33HfA [AfHfi(~™
' 1 | F

Offset: 169C Block: 169C-1640 Length: 5 Owverwrite

- Repeat the same procedure for the remaining lock.

- There is a possibility the pattern will be different than the one showed here but so
far the pattern is the same. If you encountered such scenario, you’ll need to
examine the codes carefully to determine which codes can be nop-ed. OR you can
post it in the forum & we’ll examine it together.



Additional note:-

- In case you found this pattern:-

0000XXXX
0000XXXX
0000XXXX
0000XXXX

B9A0010000
0F32
0D00001000
0F30

Modified to:-

- Change 0x100000 to 0x0
0000XXXX B9A0010000
0000XXXX OF32

0000XXXX 0D00000000
0000XXXX OF30

mov ecx,0xla0l
rdmsr

or eax,0x100000
wrmsr

mov ecx,0xla0l
rdmsr

or eax, 0x0
wrmsr

Take this bit 20 lock as an example:-

000040EB B9A0010000
000040F0 OF32
000040F2 0D00001000
000040F7 OF30
Modified to:-
000040EB B9A0010000
000040F0 OF32
000040F2 0D00000000
000040F7 OF30

mov ecx,0xla0
rdmsr

or eax,0x100000
wrmsr

mov ecx,0xla0l
rdmsr

or eax, 0x0
wrmsr

(Explanation on how to modify the bit 20 lock for this pattern is on the next page)



Let me explain how to modify the bit 20 lock for this pattern:-

- The offsets which we will make changes are from offset 000040F2 to offset 000040F6

- The original hexadecimal values are 0D 00 00 10 00 which the last 4 bytes:-
0x00100000 = 0000 0000 0001 0000 0000 0000 0000 0000 (in binary)
0000 0000 0001 0000 0000 0000 0000 0000 (in binary) = bit 20

- To prevent it from setting bit 20 value to 1 which means locked, we will need to change
0x00100000 to 0x00000000, like this:-
(Before & after modification of the hexadecimal values from offset 000040F2 to offset

000040F6)
5] HA\Drivers\BIOS\Aspire 94204 Aspire 9420 BIOS v1.24 MOD R9\w1.24_SLIC21\DUMP\MOD_S100.R... [ = || B ||=

Cffsetc(h) 00 01 02 03 04 05 06 07 OB 05 QA OB OC OD OE OF

00004090 00 OF 30 SA 59 58 C3 E8 EE EE FF FF C3 50 53 51 ..0zZyxXReiigvAPsQ
000040R0 52 E8 SF 00 00 00 E8 €3 EF FF FF 72 30 E8 C7 EF Ré¥...&cigyrosgi
00004080 FF FF 72 29 F7 05 6B 28 00 00 00 00 00 01 74 15 §¥r)=.kK(...... t.
000040CO B9 4E 50 53 53 E F4 EE FF FF 83 0D 8E 14 00 00 *NPSSediywf.Z...
00004000 40 33 DB EB 03 33 DB 43 E8 49 EE FF FF B9 A0 01 @30&.30ceIivi®

000040ED 00 00 OF 32 0D 00 00 01 00 OF 30 B9 A0 01 00 00
000040F0 OF 32 OF 30 F7 05 6B 28 00 00 00
00004100 00 00 01 75 05 EE 26 00 00 00 5A 59 5B 58 C3 50
00004110 51 52 F7 05 6B 28 00 00 00 00 00 01 74 OE BS E2
00004120 00 00 00 OF 32 25 FF F7 FF FF OF 30 5& 59 58 C3 ....2%9=y¢.0zvxd
00004130 50 51 52 B9 E2 00 00 00 OF 32 0D 00 02 00 00 OF PBQRE....2......
00004140 30 5A 59 58 C3 50 51 52 56 83 3D 9& 14 00 00 00 O0ZYXAPQRVF=3....
00004150 OF &5 CA 00 00 00 BS 9D 01 00 00 OF 32 25 3F 1F ..E...*..... 2%7.
00004160 00 00 A2 B2 28 00 00 88 25 AC 28 00 00 BS 17 00 ..¢ (.. %=(..%..

e

£ H:\Drivers\BIOS\Aspire 9420\ Aspire 9420 BIOS v1.24 MOD R9\w1.24_SLIC21\Unlocked FIST\Acer.. | = |[ @ |[ &

Offsec(h) 00 01 02 03 04 05 06 07 OB 05 QA 0B OC OD OE OF

00004090 00 OF 30 S5& 59 58 C3 E8 EE EE FF FF C3 50 53 51 ..0ZyXAeiigvdPsgQ
000040R0 52 E8 SF 00 00 00 E8 63 EF FF FF 72 30 EE C7 EF Ré¥...&ciyyroéci
000040B0 FF FF 72 2% F7 05 6B 28 00 00 00 00 00 01 74 15 #¥r)<-.kK(...... t.
000040C0 B9 4E 50 53 53 E8 F4 EE FF FF 83 0D 8E 14 00 00 *NPSS&Aiyyf.Z...
00004000 40 33 DB EB 03 33 DB 43 E& 49 EE FF FF B9 &0 01 @30&.30CeIivy:

000040EQ0 OO0 00 OF 32 OD OO OO0 01 OO0 OF 30 BS RO 01 00 00 ...2...... 0* ...
000040F0 OF 32 plgnbiieligilighly OF 30 F7 05 eB 28 00 00 00 .E.O%.kl:...
00004100 00 00 01 75 05 E8 26 00 00 00 SA 59 5B 58 C3 50 ...u.&&...ZY[XAP
00004110 51 52 F7 05 6B 28 00 00 00 00 00 01 74 OE B9 E2 QR-.K(...... t.23d
00004120 00 00 00 OF 32 25 FF F7 FF FF OF 30 54 5% 58 C3  ....2%9<yy.0Z¥HA
00004130 50 51 52 B9 E2 00 OO0 00 OF 32 0D 00 08 00 00 OF PRRIE....2......

00004140 30 S5& 59 58 C3 50 51 52 56 83 3D 9& 14 00 00 00 OZYXAPQRVF=#....
00004150 OF 85 CA 00 00 O0 B9 9D 01 OO0 00 OF 32 25 3F 1F .. E...*..... 2%7.
00004160 00 00 A2 B2 28 00 00 88 25 AC 28 00 00 B9 17 00 ..¢%{.."%(..*..

&

Offset: 40F2 Block: 40F2-40F6 Length: 5 Owverwrite



How to re-build BIOS image with Phoenix SLIC Mod tool

- Put the original BIOS image & the modified module in the same folder:-

Crganize * Include in library « Share with = Burn Mew folder

R = MName Date modified
e

Bl Desktop |@| F7731B4C-58A2-4DF4-8980-5645039ECESE_3_606.ROM  23/1/2011 12:54 PM
& Downloads = |4 Rom.bin 1041172010 10:47 ...
| Recent Places

7 Libraries

@ Documents
J? Music

[ Pictures

B Videos

2 items

- Launch Phoenix SLIC Mod tool:-

[[] Bateh  [] Upload [] Directory

10

ROM File
BIM File




Original BIOS  DABIOS MOD\HP Compag 2530P\Unlocked_EIST\R [

Manufacturer 2
SLIC BIOS DABIOS MOD'HF Compan 2530P\Unlocked_EIST\R
Status | EFI1 / Insyde BIOS

loo  [O] Batch  [7] Upload [] Directory

'SLIC" string found in FCS0EB7A-3E0A-483C-A26C-484D36593FF4_3 232 R -
"SLIC” string found in FCO0EB7A-3E0A-483C-A26C484D36553FF4_3_232 R
OEM/Table |Ds idertified are:

1. HPQOEMSLIC-MPC

Header (HPQOEMSLIC-MPC  HP ) x1) |:|
Pubkey {1

Marker (2.1} (HPQOEMSLIC-MPC) {1} =

Original BIOS  DABIOS MOD\HP Compag 2530P\Unlocked_EIST\R [ |

Manufacturer =
SLIC File ] =
RW File ) D
SLIC BIOS D:\BIOS MOD\HP Compag 2530P\Urlocked_EIST\R
Status | EF1 7 Insyde BIOS

Method

) Module @ Dynamic

@ S5v2

[[] Log [7] Batch  [] Upload [] Directory

"SLIC" string found in FCS0EBTA-3E0A-483C-A26C-484D36593FF4_3 232 R .
"5LIC" string found in FCS0EB7A-3E0A-483C-A26C-484036593FF4_3_232 R
CEM/Table |Ds identified are:

1. HFQQEMSLIC-MPC

Header (HPQOEMSLIC-MPC  HP ) 1)

Pubkcey ix1

Marker (2.1) (HPQOEMSLIC-MPC) 1) ¥

[ Go [ Advanced | | Verfy ™
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At the Manufacturer field, select any manufacturer — this basically just for enabling the
Advanced button:-



Open Advanced options window & select these three options in the Control Options

section (don’t change anything else):-

f ; Cptions

General Options
[ Dont alter any ACPI tables

Dont alter any ACP| tables or OEM,Table |D strings if SLIC 1Ds match
Only akter RSDT and XSDT tables

Scan ACPI modules for OEM/Table |Ds
[T Replace additional OEM/Table ID

Replace all OEM/Table |0 occurences

[ Orlly replace complete OEM/Table IDs preceded by C3h

Replace split OEM./Table 1Ds

[ Replace split Table IDs

7] Replace empty modules

Only replace SLIC elements that appear in the RW Everything report

[ Orlly replace OEM/Table 1Ds from RSDT/X50T in the RW Evenything report
[ Replace Table ID from RSDT/%SDT tables in the RW Everything report

7] Remove manufacturer specific locks
[ Only copy SLIC header OEM/Table 1D

Dell Options
Force SLIC in last location in RSDT

12

S5V2 Options

Dynamic Options

Control Options
Ask prior to each modification
] Mllow user modification of modules
[T Mways allow user modification of modules
Allow user to modify other modules
[ Process all compressed modules (EFI)
[ Bdract modules when verifying
[ Use brute forze’ search for compressed images (EFI)
No SLIC

DSDT Options

J

Done

Click Done & click Go button:-

Click Yes or OK if any dialog box appear, except this dialog box:-

-
Information

23

You can now make manual alterations to any module in the DUMP directory

L L

When you see the above dialog box, don’t click OK button yet, copy the modified
module, in this example is F7731B4C-58A2-4DF4-8980-5645D39ECE58_3_606.ROM, to

inside DUMP folder:-

In the screenshot it says “Create link” which actually copy it to inside DUMP folder.
Replace the original module in DUMP folder with the modified module.



Organize + @ Open

- Favorites
Bl Desktop
4 Downloads

= Recent Places

- Libraries

Burn Mew folder

Mame

DLACT DTOS

-

Date mod?ified

23/1/2011 1:46 PM
23/1/2011 1:46 PM
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Type

BIOS File
BIOS File

23/1/2011 12:54 PM

ROM File

(@] ‘@ ;8.&4‘-4DF4-8980 -5645039ECESS_3_606.ROM

=
&l
=

oo

@ Documents

J’ Music

[ Pictures

(A Create link in DUMP |

10/11/2010 10:47 ...
23/1/2011 1:46 PM

1| n

@E F7731B4C-38A2-4DF4-8980-5645D39ECE... Date modified: 23/1/2011 12:54 PM

ROM File

Size: 24.0 KB

After you have replaced the module, click OK:-

It will notice the changes & ask you whether you want to reintegrate the modified
module or not, click Yes:-

-
Information

e

:| Reintegrate F/731B4 C-5842-4DF4 -8980-5645039ECESE_3_606.ROM?

Yes | l

Mo

b

BIM File
File folder

If it asks to reintegrate other module than the modified module we want to reintegrate,

just click No.

When the modified BIOS image is successfully re-build, you’ll see this dialog box:-
In this example, the modified BIOS image is Rom_SLIC.bin

-
Information

S|

SLIC performed successfully, BIOS file is DABIOS MODVHP Compag
2530P" Unlocked_EIST\Rom_5LIC bin




14

DISCLAIMER

- Modifying/patching BIOS code is very dangerous. If done incorrectly, the computer can
bricked (nonoperational). Therefore, use the information available in this document at
your own risk. | will not held responsible for any damage.

ACKNOWLEDGEMENT

- Uncle Joe from thinkpads.com for the brilliant information on how to locate EIST Lock
bit.

- nando4 from notebookreview.com for helping me when |l investigate the EIST Lock bit.

- andyp from mydigitallife.info for the great Phoenix Tool, also for providing the fix for
module reintegration problem.

- middleton from notebookreview.com for the brilliant information regarding the
assembly code.

Rev 1.1a (30 March 2011)
/* kizwan */



